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Policies and Methodologies depend 
on Infrastructure

Methodologies

Policies

Infrastructure
(People, Processes, Technology
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Risk Policy and Methodology are 
Deeply Dependent on Data*

• Policy Examples
– Business Strategies
– Risk Tolerance
– Authorities
– Disclosure (Transparency)

• Methodology Examples
– Value at Risk (VaR)
– Stress Tests and Scenario Modeling
– Vetting, Validation, and Audit
– Performance (Active Portfolio Management)

*Source: Dr. Robert Mark, 
Black Diamond
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Why is information a challenge to Risk 
Management?

Tactical Management Strategic  Management

Loan/Credit 
Monitoring

Loan Booking Finance RAROC

Business  Management

Information

Treasury

Loan Work 
Out

…
…

Management

Risk

Finance

LOB

Poor 
Data 

Quality
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What is “Data Quality”

Business Technology

My reports aren’t getting done in 
time!

Why can’t I get two reports to 
reconcile??

We have great data quality 
processes, but the ETL processes 
aren’t getting done on time, and 
reference data is being wrongly 
coded.
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Data Quality Evaluation
Reconciling Business vs. Technology Views

• Integration
• Integrity
• Completeness
• Accessibility
• Flexibility
• Extensibility
• Timeliness
• Auditability

• Data Modeling
• Metadata
• Data Security
• Master Data Management
• Data Quality
• Data Stewardship
• Data Governance

Requirements Implementation
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Implementation vs. Requirements
An Example

• Metadata can adversely affect many requirements
– Data Integration: “Facility” vs. “Account”
– Data Integrity: Aggregating “Outstandings” (without 

fees) and “Outstandings” (with fees)
– Data Completeness: Imprecise definition of “Customer”
– Auditability: Incomplete documentation of data lineage
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Evaluating Enterprise Risk 
Information Management

Generate Raw 
Competency 

Scores

Develop 
Information 

Impact Matrix

Calculate 
Final Usability 

Scores

Stakeholder 
Point of View

Input from 
Users of ERM 
Information

Output 
evaluation of 
ERIM usability

+ =
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Raw Competency Scores

• Inherently subjective process

• Template-based maturity model for each business area to 
enhance objectivity
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Information Characteristic Impact 
Matrix

Relative Importance of Risk Management Functions

Information Characteristic Impact Matrix
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The Result: ERIM Usability Scores
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Incorporating Stakeholder Point of 
View

Assessment of company financial strengthRatings Agencies

Minimize cost and delivery uncertaintyTechnology

Maximize unit profitability based on 
senior management measures

Lines of Business

Maximize shareholder value and risk-
adjusted  stock growth

Senior Management

Stability of economic system (profit focus 
only till threshold)

Regulators
Goals and Points of viewStakeholder

Each stakeholder will assign different weights to the 
Information Characteristic Impact Matrix
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Uses

• Prioritization/Business Case development 
for infrastructure remediation

• Raise awareness of data as a corporate asset
• Infrastructure component of ratings agency 

and supervisory evaluation
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Questions?
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Appendix
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Definitions of Information 
Characteristics

• Integration: It draws on integrated data from across the enterprise.
• Integrity: The data has integrity that inspires confidence in those who use it.
• Completeness: The information completely describes risk in the enterprise.
• Accessibility: Users have rapid access to all the data they need.
• Flexibility: Users can flexibly analyze data, and drill down wherever 

necessary to answer deeper questions about risk.
• Extensibility: The overall data structure must be able to easily accommodate 

new data.
• Timeliness: Data is available soon after the transaction that produced it is 

completed.
• Auditability: Data is traceable and verifiable all the way back to the source.
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Definition of Data Management 
Dimensions

• Metadata is used to define business terminology, data definitions and physical 
characteristics of data.

• Data Quality (as opposed to business information quality) is the set of technologies and 
processes responsible for ensuring the integrity of data within the organization.

• Master Data Management (MDM) or Reference Data is all the data that are relatively 
static such as customer information, product masters and organizational hierarchies and 
is the basis of all analysis.

• Data Security is important from the perspective of intellectual property as well as from 
regulatory and reputation risk considerations. While there are a number of technologies 
to better secure access to data all these mechanisms can be defeated in the absence of a 
strong processes and policies in this regard.   

• Data Governance function which lays out policies for data management including 
funding for process and technology changes

• Data Stewardship organization which will address day-to-day data related issues. 
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“Characteristics” which are at the 
“Core of Superior ERM Solutions”

*Customers
Investors

*MarketsRegulators
* Rating 
Agencies

Equity Analysts

Financial Risk
-Market Risk
-Credit Risk

Non Financial Risk
-Operational Risk
-Business Risk

Financial Risk
-Market Risk
-Credit Risk

Non Financial Risk
-Operational Risk
-Business Risk

In
fra

st
ru

ct
ur

e Policies

Methodologies

– The ability to efficiently  
integrate all the components 
of risk on a *portfolio basis 
as well as to effectively 
operate in complex *markets

– while serving *customers as 
well as satisfying *regulators
is a direct function of the 
quality of the  policies, 
methodologies and 
infrastructure
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A key challenge is to 
benchmark the quality 

of risk mangemnt

Incre
as

ing Risk
 M

an
ag

em
en

t S
ophist

ica
tio

n

+ Monitor, Identify & Avoid

+ Value at Risk (VAR)

+ Facilitate Pricing

+ Economic (Risk) Capital

+ Stress Test & Scenario Analysis

Effective Enterprise Effective Enterprise 
Risk ManagementRisk Management

Limit ManagementLimit Management

RiskRisk
AnalysisAnalysis

+ Accounting Capital

+  Performance 
Measurement

+ Regulatory Capital (Basel)
Manage  Reserves Manage  Reserves 
& Capital& Capital

Risk Adjusted Risk Adjusted 
ProfitabilityProfitability
(RAROC)(RAROC)

Effective Enterprise Risk ManagementEffective Enterprise Risk Management

Pol
ic
y

Pol
ic
y

M
e
th

o
d

o
lo

g
y

M
e
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o
d

o
lo

g
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InfrastructureInfrastructure
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•The tolerance for risk (financial and non 
financial) is integrated and consistent with the 
Business Strategies (and visa versa)

•Risk measures are backtested, authorities are 
expressed in meaningful terms and reflect a 
desired tolerance for risk

•Risk is properly disclosed (e.g. a hit parade of 
risks) internally and externally on a drill down 
and integrated portfolio management basis

Disclosure

A
uthorities

Risk 

Tolerance

BusinessStrategies

Independent
Superior ERM 

Solutions

Characteristics  of Policies at the 
Core of Superior ERM Solutions
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● VaR and Stress Test methodologies are 
predictive of the actual losses and integrated 
across all risks and all books of business

● Mathematical models are properly vetted. 

● Positions are properly valued 

● Risk methodologies are used by the revenue 
generators (eg  tied into pricing and 
performance measurement ) and becomes a 
bigger deal with SOX.

Independent
First-Class

Proactive Risk
Management

Performance Vetting &Valuation
Stress 

Tests

VaR

Characteristics of 
Methodologies at the Core of 

Superior ERM Solutions
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Credit VaR Example: 
A key challenge is to  translate the credit risk exposure 

(E) calculation  into a credit loss (L) calculation 

EXPOSURE

RECOVERIES

t 0

tNDEFAULTS
0

TIME
CREDIT LOSS

PR
O

B
A

B
IL

IT
Y

f(L)=f(E,PD,LGD) 
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● Use Test Example: Utilize PD,E and LGD to predict EL
● A key challenge is to pass the use test

1. What is the probability of a 
counterparty going into default?

1. What is the probability of a 
counterparty going into default?

2. How much will the customer
owe the bank in the case of
default? (Expected Exposure)

2. How much will the customer
owe the bank in the case of
default? (Expected Exposure)

3. How much of that exposure
is the bank going to lose?

3. How much of that exposure
is the bank going to lose?

“Probability of Default”“Probability of Default”

“Loan Equivalency”
(Exposure at Default)
“Loan Equivalency”
(Exposure at Default)

“Severity”
(Loss Given Default)
“Severity”
(Loss Given Default)

PDPD

LGDLGD

EE

=

=

=

XX

XX
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Example: A key challenge is to measure, price and 
mitigate operational risk (OR)

1.  Internal Fraud

2.  External Fraud

3.  Employment Practices and Workplace Safety

4.  Clients, Products & Business Practices

5.  Damage to Physical Assets

6.  Business Disruption and System Failures

7.  Execution, Delivery & Process Management 
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Systematic
risk

Industry
risk Country

risk

Global
economic

risk

Regional
risk

Industrial
sector
risk

Third level:Third level:
• Global, regional and sector factors 

Second level:Second level:
• Country and  industry factors

Industry specific
risk

Country specific
risk

First level:First level:
• Composite factor

Firm specific
risk

Firm risk

Measuring Model Risk  Measuring Model Risk  
Example : Factor Correlations Model Example : Factor Correlations Model 
Note: OR  Level 1 = Note: OR  Level 1 = ““Event Type 4Event Type 4””

OR  Level 2 = OR  Level 2 = ””Product FlawsProduct Flaws””
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Op VaR Example: Predicting  Operational Risk 
A key Challenge is to  prove that the KRI’s (say based on a Monte 

Carlo Simulation ) are predictive 

OpVaR = f(KRI’s) = f(SD, #E, DQ, #T)OpVaR = f(KRI’s) = f(SD, #E, DQ, #T) SD: Systems Down Time (Minutes)
#E: Number of Employees
DQ: Data Quality
#T: Number of Transactions

$13,823
-) $123,305

$137,128

Calculation of Catastrophic 
Loss:

Severe Loss + 
Catastrophic Loss = 

Unexpected Loss 

Calculation of capital requirement 
(expected loss + severe loss) = 
99 percentile loss amount
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Example: A key challenge is to calculate  the sensitivity  of  
the KRI’s and correlation on economic capital
Note: Higher Systems Downtime and lower Data Quality 

will require higher capital requirements. 

Highest 
capital

Lowest 
capital

Difference 
is 38%
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Example: A key challenge is to calculate RAROC
RAROC =f (net profit, TP, MR, CR, OR, BR, RR, SR, etc)

Value Added

RAROCRAROC
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Accurate

Data

O
pe

ra
tio

ns
Pe

op
le

(S
ki

lls
)

Independent
Superior ERM 

Solutions

Technology
● The appropriate people in place with 

the right skills , competitive  
compensation and attractive career 
path 

● An integrated risk operational 
infrastructure

● An integrated risk data 
infrastructure

● Near real time access to data (e.g. 
market data,transaction  data,legal 
data ,etc)

Characteristics of Infrastructure at 
the Core of Superior Risk Solutions
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Profitability
(RAROC)

Manage 
Reserves

and Capital

Risk  Analysis

Operational Systems Analytical Repositories Risk Management Analytics, Reports & Alerts
End users have poor ability to access information, low confidence in the integrity of the 

information, and often cannot get the information needed from this environment. 

The reports are 
different – which if 
any can I believe?

I can’t get that? Well 
what can I get?

TWO WEEKS? I need 
to make a risk 
adjusted decision 
before then.

The future initiative 
is too costly/complex 
to deliver? How will I 
ever be able do this?

Retail 
Banking

Market 
Data

Product 
Data

Trading

Finance

Corporate 
and 

Commercial

Limit 
Management

A key Challenge is avoid a fragmented Risk Data Infrastructure
Large 

Analyst Staff
Data

Sources
Multiple 

Customised
Data Marts

Multiple/
Custom Data 

Sourcing

Dependent
End Users and 

Decision Makers

Disparate 
Reports
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1 2 3 4 5 6 7 8 9

Market Info
(eg credit spreads)

Financial Info
(eg EBIT)

Analytics 
(eg Merton Model)

Fundamental
Analysis

First Step 

Obligor
Grade

Facility
Grade

Static

Dynamic

● Example: A key challenge is to benchmark  the quality of  
your risk information
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Recommended Value Added Unbiased 
References

• Comprehensive user 
friendly description of Risk 
Management

• No  Math

• Detailed technical description 
of Risk Management

• Deeply analytical
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Bio of Dr. Robert M. MarkBio of Dr. Robert M. Mark
•• Dr. Robert M. Mark is the Chief Executive Officer  of Dr. Robert M. Mark is the Chief Executive Officer  of 

Black Diamond which provides corporate Black Diamond which provides corporate 
governance, risk  management consulting ,software governance, risk  management consulting ,software 
tools, and transaction  services.  He serves on several tools, and transaction  services.  He serves on several 
Boards. He also serves and on CheckpointBoards. He also serves and on Checkpoint’’s s 
Investment Committee. He  was awarded the Investment Committee. He  was awarded the 
Financial Risk Manager of the Year by the Global Financial Risk Manager of the Year by the Global 
Association of Risk Professionals (GARP). He is on Association of Risk Professionals (GARP). He is on 
the board and is the Vice Chairperson  of  The the board and is the Vice Chairperson  of  The 
Professional Risk ManagersProfessional Risk Managers’’ International International 
Association (PRMIA) Association (PRMIA) 

•• Prior to his current position, he was the Senior Prior to his current position, he was the Senior 
Executive ViceExecutive Vice--President and Chief Risk Officer President and Chief Risk Officer 
(CRO) at the Canadian Imperial Bank of Commerce (CRO) at the Canadian Imperial Bank of Commerce 
(CIBC).  Dr. Mark was a member of the Management (CIBC).  Dr. Mark was a member of the Management 
Committee.  Dr. MarkCommittee.  Dr. Mark’’s global responsibility covered s global responsibility covered 
all credit, market and operating risks for all of CIBC all credit, market and operating risks for all of CIBC 
as well as for its subsidiaries.                                as well as for its subsidiaries.                                

•• Prior to his CRO position, he was the Corporate Prior to his CRO position, he was the Corporate 
Treasurer at CIBC. Prior to CIBC, he was the Treasurer at CIBC. Prior to CIBC, he was the 
partner in charge of the Financial Risk Management partner in charge of the Financial Risk Management 
Consulting practice at Coopers & Lybrand (C&L).  Consulting practice at Coopers & Lybrand (C&L).  
The Risk Management Practice and C&L advised The Risk Management Practice and C&L advised 
clients on risk management issues and was directed clients on risk management issues and was directed 
toward financial institutions and multitoward financial institutions and multi--national national 
corporations.  This specialty area also coordinated corporations.  This specialty area also coordinated 
the delivery of the firmthe delivery of the firm’’s accounting, tax, control, and s accounting, tax, control, and 
litigation services to provide clients with integrated litigation services to provide clients with integrated 
and comprehensive risk management solutions and and comprehensive risk management solutions and 
opportunities. opportunities. 

•• Prior to his position at C&L, he was a managing Prior to his position at C&L, he was a managing 
director in the Asia, Europe, and Capital Markets director in the Asia, Europe, and Capital Markets 
Group (AECM) at Chemical Bank.  His Group (AECM) at Chemical Bank.  His 
responsibilities within AECM encompassed risk responsibilities within AECM encompassed risk 
management, asset/liability management, research management, asset/liability management, research 
(quantitative analysis), strategic planning and (quantitative analysis), strategic planning and 
analytical systems.  He served on the Senior Credit analytical systems.  He served on the Senior Credit 
Committee of the Bank.  Before he joined Chemical Committee of the Bank.  Before he joined Chemical 
Bank, he was a senior officer at Marine Midland Bank, he was a senior officer at Marine Midland 
Bank/Hong Bank/Hong KongShanghaiBankKongShanghaiBank (HKSB) where he (HKSB) where he 
headed the technical analysis trading group within headed the technical analysis trading group within 
the Capital Markets Sector. the Capital Markets Sector. 

•• He earned his Ph.D., with a dissertation in options He earned his Ph.D., with a dissertation in options 
pricing, from New York Universitypricing, from New York University’’s Graduate s Graduate 
School of Engineering and Science, graduating first in School of Engineering and Science, graduating first in 
his class.  Subsequently, he received an Advanced his class.  Subsequently, he received an Advanced 
Professional Certificate (APC) in accounting from Professional Certificate (APC) in accounting from 
NYUNYU’’s Stern Graduate School of Business, and is a s Stern Graduate School of Business, and is a 
graduate of the Harvard Business School Advanced graduate of the Harvard Business School Advanced 
Management Program.  He is an Adjunct Professor Management Program.  He is an Adjunct Professor 
and coand co--author of author of ““Risk ManagementRisk Management”” (McGraw(McGraw--
Hill), published in October 2000 and the Hill), published in October 2000 and the ““Essentials Essentials 
of Risk Managementof Risk Management”” in December 2005(McGrawin December 2005(McGraw--
Hill).He also served on the board of ISDA as well as Hill).He also served on the board of ISDA as well as 
the Chairperson of the National Asset/Liability the Chairperson of the National Asset/Liability 
Management Association (NALMA).Management Association (NALMA).
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Standard & Poor’s Objective

To enhance processes by increasing our analytical focus on 
financial institutions’ risk management practices

We have put in place a systematic framework to evaluate 
firms ERM capabilities on a globally consistent basis

Currently, only qualitative credit given to risk management 
practices and models  

Ultimately, may give some quantitative recognition to these 
models, but only where models are robust and underlying risk 
management framework is sound. 

Risk management is at the heart of what S&P does. S&P 
assesses financial institutions’ risks and how risks are 
managed
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The Holistic ERM Umbrella Of The Future

ERM

Risk 
Transfer

Risk 
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Risks within the 
enterprise are inter-
related and cannot be 
viewed in isolation

Risk integration and 
aggregation is enabled 
through-out the enterprise 
via a common data 
architecture and a single 
valuation engine

Corporate governance 
is the glue that binds 
this into a consistent 
and coherent 
structure

Institutions will 
have a unified 
framework for 
measuring and 
managing risks
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Assessing ERM: The PIM approach
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ERM Evaluation Components for Financial Institutions

Risk Governance (Culture, Appetite, Disclosure)

Market 
Risk

Trading Risk

Interest Rate 
Risk (ALM)

Credit 
Risk

Underwriting 
Processes

Credit Risk 
Analytics

Portfolio Mgmt

Funding 
& 

Liquidity
Funding 

Composition

Liquidity Mgmt

Stress Testing

Economic Capital
Operational Risk
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ERM Evaluation – Heat Map Focus
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Risk Governance

Risk Culture: What is being assessed?

When we speak of culture, we are assessing the stature of 
the risk function within the organization and its role and 
relationship with the business units. 

.    
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Risk Governance

We want to understand how the risk appetite at the aggregate 
level is established?  Who gets involved in this process and 
what role does RM play. Is it consistent with the business 
strategy?  How does the firm translate that appetite into a 
tangible quantitative metric?

Risk Appetite: What is being assessed?
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Operational Risk

How does the ORM function of the institution define opreational risk?  Is this 
definition consistent across business lines?  What educational programs 
are in place to ensure this consistency of understanding?  

What is the process that the institution employs to understand and analyse 
its operational risks? How does it differentiate between cause, event and 
impact (or effect) of the loss event?  

What are the different components of operational risk that the institution has 
categorized as material to the ORM process?  How does this map in with the 
cause, event and impact process that is employed by the institution?  Is 
there a clear mapping of Legal/Compliance and Reputational risks?

Does the ORM function of the institution have a well defined process for 
prioritizing the components of OR?  Is there a cost benefit analysis (CBA) in 
prioritizing both external and internal events?

Definition & Categorization: What is being assessed?
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Market Risk

How is the market risk tolerance for the firm established?  Is it consistent 
with the business strategy?  Is there a well defined process for the approval 
of new products? 

How do risk limits get assigned?  Who assigns them? At what levels are the 
limits set? (e.g. Region, Desk, Book, Portfolio, Trader).  What type of limits 
are used? Who has the authority to grant exceptions?  

Do pricing models exist for all transactions?  How are complex transactions 
valued?  How frequently are models reviewed?  How is CPY credit exposure 
as it relates to the trading book calculated?  Are credit derivatives integrated 
into the exposure measurements?  How are stress tests constructed? How 
frequently is stress testing conducted and revised?  Can adhoc/"what-if" 
scenarios be run through the daily process if required?

Trading: What is being assessed?
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Credit Risk

Clarity of underwriting policies and the process for establishing the relative 
risk appetite.  What is the degree of segregation between origination and 
underwriting staff/processes?  What are the criteria and internal approval 
structures that the institution has adopted in the delegation of its 
underwriting processes?

What is the structure of on- and off-balance sheet exposures?  What is the 
process for monitoring outstanding exposures for early warning signals of 
potential problems?  What is the level of diversity in the portfolios (by 
geography, collateral, maturity, borrower type, etc)?  What is the tolerance 
for large exposures to individual names and/or sectors and the process for 
collections and recoveries?

Underwriting Process and Portfolio Management: What is 
being assessed?



12.

CONFIDENTIAL AND PROPRIETARY.

Permission to reprint or distribute any content from this presentation requires the written approval of Standard & Poor’s.

Liquidity & Funding Risk 

Are there well-established and documented funding policies?  Does the 
institution place a premium on maintaining diverse funding sources (by 
product, investor type, geography, etc)?  

How is this managed and monitored? How does the institution monitor and 
manage its day-to-day funding position?  To what extent has it conducted 
behavioral analysis of its assets and liabilities?

How does the institution model the expected impact of a liquidity crunch?  
How severe/realistic are the liquidity stress scenarios and the net outflows 
that would result from them?  Does the institution maintain sufficient 
liquidity capacity (liquid assets, secured bank facilities, etc) to raise 
emergency liquidity?

Composition, Management, Stress Testing: What is being 
assessed?
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ERM Evaluation Template and Committee Process

ANALYST ASSESSMENT

Institution Name  Assessment & Comments
1=Weak   2=Adequate    3=Strong   4=Excellent

Overall ERM Assessment
A. Risk Governance

Risk Culture 
Risk Appetite 
Risk Quantification/aggregation 
Risk Reporting and Disclosure 

B. Market Risk 
Trading 
ALM 

C. Credit Risk 
Underwriting Processes
Portfolio Management

Credit Risk Analytics/Modeling
Reserving & Risk Mitigation Policies

D. Operational Risk
Definition
Measurement
Managing & Reporting
B/O Infrastructure & Operations

E. Funding & Liquidity Risk
Funding Composition 
Day-to-day Liquidity Management 
Liquidity Stress Testing 
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ERM Quality Classifications

Incomplete control process for one or more major risks

Inconsistent or limited capabilities to identify, measure or manage major risk 
exposures 

Weak

Has fully functioning control systems in place for all of their major risks

May lack a robust process for identifying and preparing for emerging risks

Performing good classical "silo" based risk management

Not fully developed process to optimize risk adjusted returns

Adequate

Clear vision of risk tolerance and overall risk profile

Risk Control exceeds adequate for most major risks

Has robust processes to identify and prepare for emerging risks

Incorporates risk management and decision making to optimize risk adjusted 
returns

Strong

Advanced capabilities to identify, measure, manage all risk exposures within 
tolerances

Advanced implementation, development and execution of ERM parameters

Consistently optimizes risk adjusted returns throughout the organization

Excellent
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Ok, How Does This Impact Ratings?

If an institution falls short of, or exceeds, expectations, 
would it warrant a downgrade or an upgrade?  

If there are material weaknesses or significant strengths sure, it 
could impact rating! If ERM is stellar, it may change our view of 
management in general and push us towards an upgrade.
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Q&A?

www.erm.standardandpoors.com

Assessing ERM Practices at Financial Institutions




