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Abstract:

One of the key tools to implement ERM in an organisation is the “ERM dashboard”. In
essence, the dashboard should provide the management of the organisation with a
top-of-the-house view of all risk types in an integrated manner. The actual use of the
dashboard by the management team as a support tool in their decision making
process is the only real indicator that rates the success of the dashboard.

Starting in 2006, our company has implemented a number of successful ERM
dashboards —in the above sense— at various management levels. This paper
describes the critical factors we have seen in the project leading to as well as in the
production process for a successful dashboard. It furthermore provides elements of
our ERM dashboard design. It is based on the experience we have in our
organisation as well as what we have seen in other organisations with (sometimes
less successful) implementations.

The success factors can be summarised as follows: 1. start from where you are (but
keep the end in mind); 2. align with the decision taking culture of your audience; 3.
treat experts as experts, so let them keep ownership over their expert area; 4. the
key content is opinion on future developments; 5. keep strictly to the absolute
minimum level of consistency in presentation. 6. just do it.

Introduction

After experience with the local implementation of an ERM dashboard within one of
the BUs of our company, it was decided by the CRO of our company to implement it
throughout the enterprise. One dashboard at enterprise level and a local one for each
of the BUs. The local dashboard implementation was the responsibility of the local
CRO.

This paper describes the process you go through as a project manager implementing
an ERM dashboard and is based on the experience we have had in our BU.

An innovative project!

The setup and use of an ERM dashboard is for most companies an innovative,
sometimes revolutionary, project. You, as the project manager, must therefore take
care of both these two properties: to treat it as a project and to respect the innovative
character of the effort.

First, it remains a project. So, it is important to define your scope, deliverables,
milestones and resources.

Your first milestone will be the first live dashboard. Timelines are probably already set
for you, so that you do not have to worry about that. For reasons that will become
clear later, it is important to set your first delivery date around three months from the
project start.

Scope creep is the trap you can step into easiest. The dashboard project must focus
on producing a dashboard. It should not be responsible to set up a centralized data
store for all risk information. It is also not the project to reorganize the siloed risk
departments into one streamlined risk management organisation. Even if it will make



your job (a lot!) easier, it is outside the scope. It is the function of a full ERM program
to define such separate projects to deliver all that. In fact, as our experience showed,
the dashboard itself will in a natural way create demand for a central risk data store
and a more streamlined risk management organisation. So, concentrating on purely
producing the dashboard can even be used to leverage the building of an ERM
organisation and centralisation of risk data.

During the project you will see many distractions of this type, as there are many
people with many opinions on ERM that will be involved at some point in the process.
This makes it even more important to focus on keeping to your scope and
deliverables.

Vision on content
The first step to define your deliverables is the “what” question.

To find out, in an ideal situation, you could interview some Management Team (MT)*

members to give you a better view on their visions, wishes and concerns. In practice,

however, your access to their agendas will be limited. Fortunately, a number of

interviews with your CRO and other leading risk officers will reveal the main required

properties of the dashboard. In our case, and probably in yours too, those mentioned

most often were:

e To provide oversight of all risk areas;

e To contain a “one pager” summary of the main risks and issues, especially where
they have cross-functional aspects;

e To be forward-looking;

e The audience had to be the top level MT of the BU.

It was also immediately clear that the only success factor of the ERM dashboard was
the actual use of it as a supporting tool in the decision making process of the MT.

Even if you have been able to interview any stakeholder, you have to keep in mind
the innovative character of the project. In the sequel of produced dashboards you will
see that the opinions of your interviewees may and will change and that you will have
to adapt to improving visions.

It was and is therefore important to present a first dashboard at the first possible time
and fix issues iteratively and quickly in the following ones. A monthly frequency is an
excellent way to be able to do these repairs and stay in touch with your audience.
Our CRO agreed with this (perceived high) frequency, but the decision was to only
discuss the dashboard in full in the MT once every quarter and to include it in the
meeting documentation pack in the other months. Although this was the original
setup, it turned out that the dashboard was going to be discussed on a monthly basis
in the MT anyway, thereby showing the need of the MT for this information. We saw
that the quarterly frequency used by other BUs and in other companies was indeed
not enough to satisfactorily change in time with demands from the MT. It took them
much more time than us to get into a content discussion with their MTs.

! In the following we will use the term MT as our audience, but you can substitute Managing Board or
who else your audience consists of.



It is also important to get some feeling of the culture of decision making within the
MT. This will drive for a long way the way you formulate issues in the dashboard. Do
not forget that it is a risk dashboard and that risk is often bad news. A good
understanding of how bad news needs to be brought to the attention of the
management team is crucial (you can find this out the hard way, as we did, but this is
not the most pleasant way to go...).

From a more technical perspective, after a few months we found that it was also
important to decide upon whether actions being taken on issues by the MT had to be
documented and tracked through the dashboard or through another instrument (e.g.
the action list of the MT meetings themselves).

Risk partners
The second step is to make an inventory of all risk types and associated departments

in the company that need to be included. We identified seventeen..., and you will
probably also end up with at least ten. The structure of risk departments in our
company was pretty much silo-ed, which meant that all needed to be engaged
individually.

The expectations of what to deliver and the structure of our company led us to decide
to not produce a dashboard as it is classically defined (i.e. a one pager), but a
dashboard-like slide (we called it executive summary) followed by a set of risk
sections, one for each risk type.

To obtain all required information and arrive at a useful summary of findings, we
made the crucial observation that the various risk parties are the real experts and that
we should not sit on their chair, not even try to think that we can do better than they
can. The —very successful- solution we chose was to

1. let each risk party produce and own one’s own slide for their risk type. Especially
leaving the ownership at each of your risk partners will give you the best data
available, will engage them closely, and keep you out of a lot of trouble.

2. organise workshops where the risk parties discuss each other’s input, so we could
then make a summary of the discussions there.

We have seen various cases in other firms where a small ERM team was formed at
the top of the organisation, pretending to be all knowledgeable, that collected data
and did the analysis, deducting conclusions from the data themselves. The result is
that you do not get the engagement of the risk parties, as delivery of data is seen as
a compliance driven activity, (it is even questionable if you get the best data
available) and, worse, that you will be “shot” for wrong analysis outcomes by these
risk parties themselves.

Content

The content of the individual sections is then the next important thing. Keeping in
mind that the experts are the experts, we decided to not describe too much for them.
As a guideline, we provided them with a list of what could/should be in the slide:

e leading risk indicators,

e expected development of these indicators for the next 3-6 months,

e external and internal incidents,

e issues and the status of resolution actions,



e external and internal developments,

o forward-looking statements.

The only two things we made compulsory for each involved department was to

e summarize their input in a small text box that was captioned as “management
comments”, as well as

e to rate their risk type with a red/orange/green mark plus an indication about the
development of the risk in the coming 3-6 months.

Although not every risk party will immediately deliver the quality of information that
you probably expected, we think it is better to start from each one’s maturity level and
produce a first dashboard, then try to bring parties to a higher level of risk reporting
without having a real deliverable available.

See below for the template we gave each one of them.

Section Owner:
““ ““I Risk type — Department Name XXX

fmamjjasond Jan09
— ——

‘ Management Comments:

2 RM

Strictly confidential ~ this document may not be copied without prior approval from the editor; copies of individual sections require prior approval from the section owner

In the subsequent editions of our dashboard, we found that you should also ask your
risk parties to connect their “management comments” as well as possible to
management objectives and risk appetite (where defined), which is well in line with
the COSO ERM framework.

By the way, one of the hardest things for you to do is to restrict each risk party to the
one page input. You will be amazed about how small fonts are considered to be
readable!

The next step is then to make a nice pitch slide deck to engage all risk parties in the
process and tell them what you are set out to do, what your long-term vision is, that
you need their assistance and knowledge, what your timelines are, and what you
expect when from them, i.e., in our case, a one slide input and presence at the



workshop(s). It turned out that it was also important to raise the subjects
confidentiality? and alignment with other reporting cycles and committees.

The pitch should also be shared with the CRO so he can manage expectations within
the MT.

With this pitch deck in hand you visit all risk parties. With the backup of your CRO it

will not be too difficult to get them into producing input, but the important thing in the

visits is to find your evangelists, and identify the potential issues (about your project),
S0 you can solve them as good as you can to further engage.

A substantial part of the parties expressed concern on the monthly frequency, but on
the other hand, almost every one had already a monthly reporting cycle in place, so
we/they could align with that. In the months following we saw that most risk partners
provide updated sheets on a monthly basis. Some did not, but for obvious reasons,
as for example strategic and reputational risk do not change too much on a monthly
basis.

First input
Then, you have to wait for the input to be delivered at the communicated date.

Somewhat to our surprise we obtained input from a large part of the risk partners in
time and more after sending a reminder. Eventually, only two departments refused to
deliver. With this support | could build the first dashboard with the two pages
“intentionally” left blank. (this was in a natural way solved after the first presentation
of the dashboard in the MT meeting...).

The first workshops (we split into a financial risk workshop and a non-financial
workshop as a result of the number of parties) had the character of a getting to know
each other. Content was exchanged, questions were asked, but discussion was still
minimal. A wrap-up to identify the most important items delivered the input for the
summary to be produced.

The executive summary

The main purpose of the workshops is to provide you with the input to compile the
summary. As this summary is in fact a list of prioritized issues, you should organize
and lead your workshop in a way that it will result in such a list. Each issue should as
well as possible be underpinned with facts (to avoid denial) plus actions that are in
progress or planned (to avoid complaints that you do not know the organisation). It is
also important to have a good understanding of what the negative outcome of an
issue will be and what the effect of the planned actions will be, in particular, whether
they will provide satisfactory mitigation.

With again in mind that experts always know better than you, you must give the risk
partners the opportunity to review the summary you compiled. A half-a-day to one
day period to provide comment is, generally speaking, enough to give you the
necessary review comment to further improve, i.e. sharpen, your summary.

Z Because we find it very important that all risk parties remain involved in the whole exercise, we found
a compromise in the confidentiality issue by handing out the dashboard in hardcopy to each of them.
We did and do not provide any electronic copies.



Below an example of the template we use for the summary page in our dashboard:
Section Owner:
Executive Summarny Remko Fiebaek

Ri=k rating per risk categoryandtrend expectationfor the coming 3-8 months
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Occasionally, you will run into discussions on wording, format and the inclusion or
exclusion of certain issues. It is important to do not let this get in your way to produce
your (first) dashboard.

The first dashboard discussed

It is expected that your CRO will present the dashboard in the MT meeting. He will
have to explain the setup of the dashboard, the process leading up to this dashboard
and then discuss the content that is presented in the summary. It is therefore
necessary to spend time with him to go into detail over the full content of the
dashboard.

The experience with all implementations we have seen shows that your first
dashboard will give the MT for the first time a full picture on all risk areas they are
facing. This was highly appreciated in all situations we know.

Of course, you will face lots of criticism, both on the presentation and the content
from your audience. As usual with receiving feedback, you should thank them for
their feedback, list all concerns, return your response and follow-up on solution
direction and planned resolution dates. It is obvious that you will not be able to solve
anything in your project, so this requires intensive discussion with your CRO.

Do not forget to also forward the feedback to all involved in the project and thank
everyone for their effort up to this stage!

The most important feedback we received was that the summary should be really
about looking forward. This was and is the subject that also after many months is the
real difficult thing to achieve. Most risk and control parties have a default behaviour to
be focussed on their actual, past data. Your, your CRO'’s and your evangelists’



continuous communication with all parties directly involved as well as those having
influence on them is the way forward. It is hard work, but it is well worth the effort if
you finally achieve such a result and lead your organisation into a new area of risk
management.

Maturity phases

The phase of the dashboard productions following the first one is characterized by
sharpening discussions, stronger engagement of all involved and improvement of the
identification of the really essential risks, and, as a result, better summary writing. It is
worthwhile to notice that in a quarterly setting observed in other BUs we saw that,
also due to changing participants, real discussion remained difficult to achieve.

After a few months only you will be ready to standardize the whole dashboard
production process and handover to BAU.

It is common that after those first months the excitement by your risk partners and
MT will decrease somewhat and you will receive (renewed) backfire. This is the
phase that you must ensure that you keep the process running and do not skip any
monthly issue. Continuous communication with your CRO and all other stakeholders,
and being creative in finding solutions is key to overcome sometimes suddenly
appearing (perceived) showstoppers. If you can continue the process for somewhat
over a year, you can be finally sure that it is fixed into the processes of all risk parties
and your MT.

Looking into the future

At this moment (early 2009), we are in a stage that we have the dashboard running
firmly as a BAU process. It is used by the MT to discuss their strategic decisions, so
we can say we have achieved the results we wanted to achieve.

Of course we are now looking into the future, where the dashboard will have its role
in the establishment of an ERM culture and organisation. As a result of all the work
we did, we observe an ever stronger requirement to establish a common risk
framework, defining risk rating and risk appetite in a more integrated manner over all
risk types. We expect this will improve the value of ERM for the business
substantially.

For the dashboard itself, the challenge lying ahead of us is to improve or at least hold
on to the forward looking capabilities of the risk parties.



